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1 INTRODUCTION

Since Emos.Web 5.0, we distribute a root certificate with every installation from which the server
creates a self-signed certificate. The root certificate is stored with each server and client so that
a secure https connection can be established. This certificate expires early on July 9", 2025. This
will result in the browser rejecting the connection and the Visu frontend can no longer be used
without further action. We are providing a hotfix that makes the root certificate valid for another
100 years.

2 PROCEDURE

If you use customer certificates for the Visu stations, you do not need to do anything. You can
verify this by checking the certificate owner in the browser. Note: To display the certificate, open
Visu in the browser. To do this, click on the symbol to the left of the address bar (see below in
yellow). The host name may be different for you - according to the station name.
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Validity Period

Certificate is valid A
@ Issued On Friday, July 19, 2024 at 9:

Expires On Sunday, June 25, 2124 at

SHA-256
ingerprints

Certificate 0738ad5d 1deb69287bbb2cfc21ca7 509cf4a2bb87931fed6Ob5T

cfBaTh0c045d946250db97 1bd63b571#4690bc 123431561

If the Organization of the certificate is “Duerr Systems GmbH” you have the default certificate and
must install the hotfix. Copy the hotfix file to the Visu machine and execute it. Note: The expiration
date shown in the example does not represent the expiring root certificate. Copy the hotfix file to
the Visu computer and run it. The installation of the Hotfix must be executed on all Visu
stations!

Duerr EMOS.Web 5.x Hotfix 20250310 DurrRootCA.exe
E-B! Duerr EMO5Web 3. Hotfix 20250310 DurrRootCA

After executing the Hotfix the new Root CA is installed immediately. At the end there is a popup
which will vanish automatically after 10 seconds.
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Completing the Duerr EMOS.Web

Install DurrSystemRootCA 2124

Setup Wizard

Setup has finished installing Duerr EMOS. Web Install

Durr R

tCA 2124 on vour computer

Finished!

o Finished! Click OK to close now, or it will be closed in 10 seconds!

You can verify the new Root certificate in the Microsoft Management Console:

To do this, type “Windows+R” and then “certim.msc” and press enter / “OK”.
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Issued To Issued By Expiration Date
5] AAA Certificate Services AAA Certificate Services 1/1/2029
55 AddTrust External CA Root AddTrust External CA Root 5/30/2020
55 Baltimore CyberTrust Root Baltimore CyberTrust Reot 5/13/2025
53 Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio... 8/2/2028
55 Copyright (<) 1997 Microsoft ... Copyright (¢} 1997 Microsoft Corp,  12/21/1992
55 DigiCert Assured ID Root CA DigiCert Assured ID Root CA 11/10/2031
55 DigiCert Global Root CA DigiCert Global Roet CA 1171072031
55 DigiCert Global Root G2 DigiCert Global Root G2 1/15/2038
5 DigiCert Global Root G3 DigiCert Global Root G2 1/15/2038
51DST Root CA X3 DSTRoot CA X3 972072021
53] Duerr Systems GmbH Duerr Systems GmbH 7/9/2025
5] Duerr Systems GmbH Duerr Systems GmbH 12/9/2124
55 ES Software by Duerr Systems  ES Software by Duerr Systems 1/1/2040
5l Evaluation CA Evaluation CA 1/13/2125
[55GlobalSign Raot CA GlobalSign Ract CA 1/28/2028
5/ Hotspot 2.0 Trust Root CA- 03 Hotspot 2.0 Trust Reat CA - 03 12/8/2043
53 ISRG Root X1 ISRG Root X1 6/4/2035
55 Microsoft Authenticede(tm) Ro... Microsoft Authenticode(tm) Root..  1/1/2000
[53 Microsoft ECC Product Root Ce... Microsoft ECC Product Root Certi...  2/27/2043
55 Microsoft ECC TS Root Certifica... Microsoft ECC TS Reot Certificate .. 2/27/2043

Durr Software Portal: https://mysoftware.durr.com

File name File size
M oxCequipment.operation 1.62MB
BH  0x Root Certificate - Hotfix-File.zip 1.25MB
Bl  0x0Root Certficate - Manual pdf 212.84KB
Bi  0x0Stamm Zertifikat - Anleitung pdf 169.17 KB
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Client Authenticati...
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<All>

Server Authenticati...

<All>
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Secure Email, Code ...

<All>
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Friendly Name
Sectigo (AAA)
Sectigo (AddTrust)

DigiCert Baltimere ...
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Microsoft Timesta.
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